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cua quy vi mot cach
an toan (Managing
your emails safely)

Dia chi email 1a cdnh cdng dan quy vi dén thé
gidi truc tuyén. N6 cho phép quy vi gitt lién lac

v@i gia dinh va ban bé, cling nhu truy cap cac
dich vu nhu mua sam truc tuyén va giao dich

ngan hang. Diéu quan trong la phai gilr tai

khodn email ctia quy vi an toan nhat c6 thé

dugc bang cach sir dung mat khau manh
va xac thuc da yéu té.

Cac cach truy cap email

Cé nhiéu cach dé truy cap email cia quy vi.
Quy vi c6 thé thuc hién diéu nay qua:

Ung dung

+ dung Ung dung clia nha cung cap email ma quy
Vi €O thé tai xudng tir App Store cho thiét bj
Apple hodc Play Store cho thiét bi Android

+ lién két tai khoan email cia quy vij téi:

- Ung dung thu dugc cai dat san
trén thiét bi théng minh cdia quy vi

- Ung dung Mail hoac Outlook trén may tinh
cla quy Vi.
Trang mang
« dang nhap vao trang mang clia nha cung cap

email tur trinh duyét trén may tinh hodc thiét
bi thong minh cta quy vi.

Nha cung cap dich vu email

C6 rat nhiéu nha cung cap dich vu email cung cap
ca tuy chon tai khodn email mién phi va tra phi,
bao gom:

Vi Gmail clia Google

E‘ Outlook cia Microsoft
Yahoo Mail ctia Yahoo
iCloud cUa Apple

kg ProntonMail clia Proton AG

Truy cap trang mang Be Connected dé biét
huéng dan tirng budc vé cach thiét 1ap va sl
dung Gmail, Outlook va Yahoo.

Meo: Quy vi c6 thé mudn thiét |ap mot tai
khodn email chi danh cho giao dich ngan

hang hoac chi s&r dung cho mua sam truc
tuyén dé gitip quan ly email rac.
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Quan ly tai khoan email ctia quy vi

Thiét 1ap thuw muc va nhan

Thiét [ap cac thu muc trong hop thu dén la cach
tuyét voi dé sap xép tai khoan cta quy vi va gitp
quy vi dé dang tim thay cac email quan trong
khi can. Thu muc déi khi con dugc goi la nhén,
tuy thudc vao dich vu email quy vi str dung.

T6 chirc va lwu trir email cta quy vi

Dich vu email cia quy vi c6 cac tinh nang kiém
soat tién dung giup quy vi phan loai email theo
nhiéu cach khac nhau va gidm thiéu thu rac va
thu khéng mong muén. Khi ¢ email mai dén va
quy vi m& ra dé doc, mét s6 nut diéu khién sé
xuat hién & dau man hinh. Quy vi cé thé nhap
vao cac nut diéu khién nay dé:

+ Xéa: di chuyén email vao thu muc
Bin/Thung rac

* Luwu trir: di chuyén email vao kho luu trir

+ Danh dau la chua doc: lam cho email trong
nhu mdi mot lan nira

« Nhan/Thu muc: dan nhan cho email hoac
di chuyén email vao mot thu muc.

Quan ly email rac

Dich vu email clia quy vij sé tu ddong phat hién va
chuyén hudng email rac da biét, nhung mot s6
thu rdc van co thé lot vao.

NEu quy vi xem mot email trong hop thu dén
cWa minh la thu rac hoac thu khéng mong muén,
quy vi cé thé:

« Bao cao thu rac: thong bao cho nha cung cap
email rang email dé la thu rac

+ Chan email: ngirng nhan email tir nguoi gl

« Hay dang ky: nglrng nhan ban tin hoac email
ti€p thi ma quy vi da dang ky.

Né&u quy vi cho rang minh da hdy dang ky nhung

van ti€p tuc nhan dugc email rac khong mong

mudn, quy vi c6 thé khiéu nai lén Co quan

Truyén théng va Giao tiép Uc.

Meo: D€ tranh nhan email rac khéng mong
mudn, hay can than khi cung cap théng tin
cla quy vi cho cac cudc tranh giai va bat ky 6
nao dugc chon trudgc dé nhan email tiép thj
khi quy vi mua san pham hoac dich vu.

Gilr tai khoan email cia quy vi an toan

Cum mat khau

Gilr tai khoan clia quy vi an toan bang cum mat
khdu manh. Cum maét khau la phién ban mat khau
cé tinh an toan hon va bao gobm bén hodc nhiéu
tUr ngau nhién.

Hay thd nght ra mét cum mat khau khac nhau cho
mdi tai khodn cla quy vi va ding str dung lai bat
ky mat khau cli nao.

Khi quy vi chon mat khau, hdy dat mat khau:

« Dai-céitnhat 14 ky tu

+ Khdng thé doan trudc - sir dung bon hodc
nhiéu tr ngau nhién vai sé, ky hiéu, chir hoa va
chir thudng

 Duy nhat - khéng s dung lai cum mat khau
clia quy Vi.

Vi du: Yellow So Hey Plant > Yell*w-SOheyPl@nt!
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Meo: Ung dung quan ly mat khau ciing c6 thé gitp quy vi tao va luu trir cum mat khdu phuc tap,
kho doan hodc kho bé khoa. Quy vi cé thé tim thong tin vé trinh quan ly mat khau va cach thiét

lap chung trén trang mang Be Connected.

Tinh xac thuc da yéu t6

Bat xac thuc da yéu to cho tai khoan cta quy vi
ludn la mét y tudng hay. Tinh xac thuc da yéu to
(con goi la xac thuc 2 budc) gia tang thém mot
tang bao mat cho tai khoan cldia quy vi. biéu nay
c6 nghia la khi quy vi dang nhap vao tai khoan
bang mat khau, quy vi c6 thé dugc yéu cau thuc
hién thém mot budc dé xac nhan dé la quy vi -
nhu nhap ma s6 tir tin nhan van ban hodc sir
dung nhan dang khuén mat.

Str dung bao mat danh cho thiét bi

S dung phan mém bao mat trén may tinh la
mot trong nhirng cach don gidn nhat dé bao vé
tai khodn va thiét bj ctia quy vi. Viéc bao mat may
tinh tot la bao gom cai dat phan mém chéng gian
diép, chéng vi-rut va phan mém tudong Itra c6 uy
tin. Quy vi cing nén cap nhat cac cdéng cu va ung
dung bdo mat truc tuyén cdia minh bang cach bat
tinh nang cap nhat tu dong.

Email Itra dao

Str dung két ndi an toan

Khi quy vi can truy cap tai khoan, giri théng tin
nhay cdm hodc nhap mat khau, hay két néi véi
mot két nGi mang dang tin cdy, chang han nhu &
nha, tai noi lam viéc hodc str dung dit liéu di dong
cla riéng quy vi néu c6. Wi-Fi céng cong khong
an toan bang Wi-Fi tai nha hodc noi lam viéc cla
quy Vi.

Tuy chon khoi phuc tai khoan

Bam bao quy vi thiét Iap sb dién thoai khoi phuc
hodc dia chi email thay thé cho tat ca tai khoan
email cia minh. Néu quy vi mat quyén truy cap
vao tai khodn hodc tai khoan bi xam pham, quy vi
6 thé dat lai mat khau bang cach khoi phuc.

Cac email Ilra ddo dugc thiét ké tréng giong nhu chiing dugc gl tir cac t6 chirc hgp phap ma quy vi
biét. Chung c6 thé trong gidng that khi sir dung logo va dia chi email tuong tu nhu t6 chirc ma chiang
dang mao danh. Cac email Itra ddo c6 thé xuat hién tlr ngan hang, nha cung cap dich vu internet, co
quan chinh pht, nha ban 1é hodc tham chi la ké Iira dao gia danh ban be hodc ngudi trong gia dinh
cla quy vi. Bang cach gid danh ngudi ma quy vi tin tudng, ké Iira ddo lgi dung cdm giac cap bach dé
Itra quy vi tra tién hodc cung cap thong tin cd nhan, chang han nhu mat khdu quan trong, thong tin

thé tin dung hodc théng tin ngan hang.

Nhirng loai Iira ddo nay dugc goi la Itra ddo mao danh hoac email Ira dao.
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Meo dé tranh email lira dao

+ Hay canh gidc véi cac dau hiéu ciia email Ilra ddo. Email Itra dao co thé:
- €6 cdm giac cap bach hodc st dung chién thuat de doa, yéu cau thanh toan hodc yéu cau quy vi
xac nhan théng tin ca nhan
- strdung 16i chao chung chung nhu ‘Kinh gtri khach hang’, ‘Kinh glri ngudi dung’ hoac khong cé 16
chao nao ca
- yéu cau quy vi nhap vao lién két hoac tai xuéng tap tin ma co6 thé dan quy vi dén trang mang gia
mao hodc chtra vi-rut hodc phan mém doc hai.

+ Ludn kiém tra xem dia chi email cGia ngudi glri c6 hop & khong va lién hé truc ti€p véi té chirc bang
cach tra cru trang mang chinh thirc va sé dién thoai cta ho.

+ Khong bao gid dang nhap vao tai khoan tryc tuyén hodc xac minh théng tin chi tiét thong qua lién
két trong email hodc nhap vao lién két hodc mé tap tin dinh kém trong email tir ngudi glii khéng
biét hoac dang ngo.

+ Xoa cac email dang ngd hoac c6 kha nang la Itra ddo, sir dung tly chon ‘béo cdo thu rac’ dé phan loai
do la email khéng mong muén.

Meo: Néu quy vi khdng biét chac vé email, hay trao déi vdi ban bé hodc thanh vién gia dinh dang
tin cay va lién hé vdi té chirc bang sé dién thoai trén trang mang cda ho.

Truy cap trang mang Be Connected d& xem mién phi nhirng huwéng dan vé cac tro lira ddo mao
danh do Scamwatch phat trién.

Hay danh thoi gian dé kham pha
Be Connected

Be Connected la mdt trang mang toan dién vdi
cac ngudn tai liéu mién phi dugc thiét ké riéng
dé hé trg ngudi Uc 16N tudi két néi truc tuyén an
toan va diéu hudng thé gidi k§ thuat sé mét cach
ty tin. Trang mang nay cling hru ich cho cac gia
dinh va t6 chirc cong déng mudn gitp nhirng
thanh vién |6n tudi trong cdng dong ti€p can
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