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10 meo hang dau dé bao vé ban than khoi
Lira ddo mao danh

Cac tro Iira dao ngay nay ngay cang tinh vi. Truéc
day, 16i chinh ta va ngit phap kém khién cac vu lira
dao de bi phat hién, nhung cong nghé méi khién
cac chiéu tro ltra dao ngay cang kho nhan biét hon.

Trung tam Chéng Lira ddo Quoc gia da phoi hgp vai chinh phu,
cac chuyén gia nganh, cac co quan thuc thi phéap luat va cac té N®i dung huéng dan nay bao gém
chirc cdng dong dé chéng lai cac tro Itra ddo. Nhung cling cé
cac budc dé quy vi cé thé thuc hién dé bao vé ban than khéi
bi Ira dao. Mot trong nhirng bién phap bao vé tét nhat la cap «  Gid mao la gi?
nAhat tpuo‘rlg.xu,yeng/e cac chAl’eu,tro [y’a Q?O mdl va dang noi Cac loai Ilra ddo mao danh phé bién
|én, dé quy vi c6 thé nhan biét cac dau hiéu lura dao.

« 10 meo hang dau dé bao vé ban than
Be Connected da hop tac véi Scamwatch cdia Trung Tam «  Noitim trg giup
Choéng Lira Pao Quéc Gia dé cung cdp hudng dan nay gilp
quy vi nhan biét cac tro Ira ddo mao danh, bao vé ban than
va biét nai dé tim sy trg gitip néu quy vi trd thanh nan nhan
cla ltra dao.

Lira ddo mao danh la gi?

T4t ca cac vi du cung cap trong hudng dan nay déu la cac vu
[tra ddo cé that.
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Lura dao mao danh la gi?

Cac Ilra ddo mao danh dugc thiét ké dé trong giéng
nhu ching dén tir cac t6 chirc hgp phap ma quy vi biét.
Chuing c6 thé xuat hién nhu la ca ngan hang, nha cung
cap dich vu internet, co quan chinh phd, nha ban 18,
hodc tham chi la ké Itra ddo gid dang thanh ban bé hoac
ngudi than trong gia dinh.

Bang cach gia dang ngudi quy vi tin tudng, ké Ilra ddo thudng
tao cam giac khan cap dé danh Itra quy vi chuyén tién hoac
cung cap thong tin ca nhan, nhu mat khau quan trong, chi
tiét thé tin dung hodc thong tin ngan hang.

Nhirng ké Itra ddo s dung nhiéu phuong thirc dé tiép can
quy vi, bao gom tin nhan van ban, cuéc goi dién thoai, email,
bai dang trén mang xa hdi va cac trang mang gia mao trong
giong hét nhu cac trang mang chinh thirc.
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bi)

Gia mao (Spoofing) la gi?

Ké Itra ddo c6 thé gid mao cac té chirc ma quy vi
biét bang cach st dung cong nghé dé lam cho
cudc goi hodc tin nhan clia ho c6 vé dén tir mot
ngudn dang tin cdy. Diéu nay dugc goi la gia
mao (spoofing).

Hay canh gidc vdi ltra ddo va nghi ngd moi lién
lac la khi cac lién lac nay yéu cau théng tin ca
nhan, nhu mat khau hoac yéu cau thanh toan
dudi bat ky hinh thirc nao. Hay lién hé truc tiép
V@i td chirc ma ho gid danh dé xac nhan.

C6 nhiéu loai ky thuat gia mao khac nhau, bao gom:

01.

02.

03.

Gia mao so dién thoai (Caller ID spoofing):

Ké Itra dao thay d6i ID ngudi goi dé hién thi mot
s6 dién thoai khac vdi s thuc té dang dung, khién
cudc goi c6 vé nhu dén tir mot s6 hgp phap.

Gia mao tin nhan SMS (SMS spoofing hodc
alpha tags): Ké Ilra dao thay déi s6 dién thoai cla
chidng dé xuat hién dudi mot tén doanh nghiép (vi
du: AusPost). Biéu nay cé thé khién tin nhan gia
mao xuat hién trong cing mot cudc tro chuyén
hoac chudi cac tin nhan that clia té chirc dé.

Gia mao email (Email spoofing): Ké Itra ddo
thay déi dia chi email hodc tén nguoi glri dé lam
ra mét email giong nhu dén t&r mét nguon dang
tin cay. Ching c6 thé gid mao tén hién thj trong
'From' (' Ngudi guri') hoac dia chi email, thuong
bang cach thay déi hoac thém vao mét chir

cdi hodc con sé vao tén mién hgp phap (vi du:
@amazOn.com thay vi @amazon.com).
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Cac tro lira ddo mao danh pho bién

Cac tro Itra dao mao danh ngan hang

*  Quy vi nhan dugc cubc goi hodc tin nhan van ban tir mét ngudi tu xung
la tir bd phan an ninh cla ngan hang. Ho thdng bao cho quy vi vé mot
giao dich dang nga, tuyén bo rang tai khodn cta quy vi da bi xam pham.
Ho thuc giuc quy vi chuyén tién sang mét tai khoan khac dé ‘gilt an toan’
hoac dé ‘diéu tra thém'.

*  Quy vi nhan dugc tin nhan van ban hoac email yéu cau quy vi nhap vao
mot lién két dé xac minh théng tin chi tiét vé tai khoan ctia minh. Lién
két sé& dua quy vi dén mdt trang mang gia mao dugc thiét ké dé danh
cap tén ngudi dung, mat khau va thong tin ca nhan khac clia quy vi.

© Lam sao quy vi biét d6 la lira dao?

Mac du ngan hang ctia quy vi c6 thé lién hé véi quy vi néu cé hoat
dong dang ngo trén tai khodn clia quy vi, nhung ho sé khdng bao gio
yéu cau quy vi chuyén tién sang mot tai khoan khac. Ho cling khéng
héi bat ky thong tin tai khoan hodc thong tin cd nhan nao, bao gom
mat khau, s6 PIN hodc ma xac thuc mot 1an qua tin nhan van ban,
email hoac mét cudc goi dién thoai la.

Ké Itra ddo c6 thé lam mot s6 dién thoai trong gidng nhu ID ngudi
goi cUa ngan hang quy vi, nhung dirng coi dé la bang chirng xac nhan
ngudi dang goi la that. Chdng cling c6 thé gid va c6 théng tin vé quy vi, Vi dy v& tin nhan mao danh ngan hang ti mot s dién thoai gid mao
nhung rat c6 thé nhitng thong tin dé da bi 18y cap do hanh vi gian lan. e A hap o fen KELAgxacminh fhons i ca nhan
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Lura dao ho tro ky thuat

«  Ngudi goi tu xung la tir nha cung cap dich vu internet, cong ty vién
thong hodc may tinh, thong bao cho quy vi rang cé su 6 véi internet
hodc may tinh cda quy vi. Ho cé thé néi rang may tinh da bj hack,
nhiém vi-rat, chay chdm hodac sap bi ngat két néi. Ho sé huéng dan
quy vi tai vé rng dung hodc phan mém dé cho phép ho truy cap ti xa
may tinh cho viéc 'stra chira'.

r /3¢ J

«  Trén man hinh may tinh cé thé xuat hién canh bao yéu cau quy vi
ngay lap tlrc goi sé dién thoai dugc liét ké dé dugc trg gitp vé mot
van dé da dugc phat hién.

© Lam sao quy vi biét d6 la Itra dao?

Cac cong ty hgp phap sé khong bao gir goi dién dé bao rang két
ndi internet hoac may tinh ctia quy vi c6 van dé (ho mong dgi quy vi
lién hé vdi ho khi cé van dé). Ho sé khéng bao gio yéu cau quy vij tai
xubng bat ky loai phan mém hoac irng dung nao cho phép ho truy
cap vao thiét bi cda quy vi.

Dong cac thong bao bat 1én dang ngd bang cach nhap vao dau ‘X’

& gbc trén bén phai cia hdp. Néu cach dé khdng hiéu quad, hay thir
nhap ra bén ngoai hép hodc déng trang mang ma théng bao dé
xudt hién. Néu clra s6 bat I1én van chua bién mat, hady thir gitr phim
ALT va F4 trén may tinh Windows clia quy vi dé déng trinh duyét
mang. Trén may tinh Apple, chon Thoat Cu&ng blrc (Force Quit) t
menu Apple va chon trinh duyét quy vi muén déng.
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Lua dao dinh chi tai khoan

Quy vi nhan dugc mét email hodc tin nhan van ban tu xung
la t&r mot té chirc ma quy vi biét, chang han nhu Amazon,
PayPal hodc Netflix. Email hay tin nhan théng bao rang tai
khodn clia quy vi da bi dinh chi do hoat déng dang ngd va
quy vi can nhap vao mét dudng lién két dé xac nhan danh
tinh, nham chirng minh quy vi chinh la chd tai khoan.

Ké Itra ddo dung chiéu bai hu doa dé dan quy vi dén trang
mang gid mao, noi chdng sé 1dy cap cac théng tin cd nhan
nhu tén dang nhap, mat khau, théng tin ngan hang hoac thé
tin dung.

@ Lam sao quy vi biét dé la lira dao?

Amazon, PayPal va Netflix sé khong bao gid yéu cau
thong tin ca nhan nhu mat khau, théng tin ngan hang
hodc thé tin dung cla quy vi théng qua mét lién két
trong mot email hodc tin nhan khéng mong dgi. Méi to
churc ¢6 cach lién lac v&i khach hang khac nhau, nhung
t6t nhat quy vi nén than trong vd&i nhitng email, tin
nhan hoac cudc goi ki€éu nay.

Néu quy vi khéng chac tin nhan cé that sy dén tu
doanh nghiép d6 khéng, hay tim kiém théng tin lién hé
that su cda ho trén mang va lién hé truc ti€p. Khong
bao gid sir dung théng tin lién hé cé trong email, tin
nhan hay cuéc goi dang nggo.

amazon Your Amazon | Today's Deals | All Departments

Dear Amazon customer,

We have temporarily placed your Amazon account on hold and canceled
any pending orders or subscriptions because we detected unusual

activity on it.

To restore access to your account, sign in and follow on-screen instructions.

Once you have provided the required information, we will review it and
respond within 24 hours.

Sign in securely

Vi du vé email ltra dao tu nhan 1a tir Amazon, thac giuc quy vi nhap vao lién
két dé cung cdp théng tin ca nhan cta minh.

Hay can than véi cac chiéu tro hu doa
Ké Itra ddo str dung céc chiéu trd hi doa dé tao cdm giac
cap bach khién quy vi phai hanh dong. Dudi day la mét
s diéu ho c6 thé ndi dé thu hit sy chd y cda quy vi:
Phat hién hoat dong bat thudng trén tai khodn
Cac no luc dang nhap trai phép
Tai khoan cua quy vi da bi chan / khéa
Thanh todn cua quy vi da bi tir choi
Khong thé xac thuc théng tin thanh todn cda quy vi
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Liura dao khong giao dugc hang

Quy vi nhan dugc email hodc tin nhan tir Australia Post hodc
cac cong ty chuyén phat nhu FedEx théng bao cé van dé
hoac cham tré trong viéc giao hang cho quy vi. D€ nhan goi
hang, quy vi sé phai trd phi van chuyén hoac 'cap nhat thong
tin ca nhan'.

© Lam sao quy vi biét d6 la Itra dao?

Australia Post, FedEx va cac cong ty chuyén phat nhanh
hop phap khac sé khong bao gid yéu cau théng tin ca
nhan hodc thanh todn qua tin nhan, email hoac cuéc
goi. Néu quy vi dang chd giao hang, toét nhat nén theo
doi viéc giao hang clia minh qua &rng dung bao mat
clia don vi van chuyén hoac qua dich vu theo di truc
tuyén c6 trong email xac nhan don hang. Néu quy vi
khéng c6 thong tin do, hay goi truc tiép cho cong ty
chuyén phat dé hoi vé tinh trang buu kién cda minh.

Vi du vé tin nhan gia
mao la tlr cong ty
chuyén phat.

Liura dao phi duong bo

Quy vi nhan dugc tin nhan tir don vi thu phi dudng bd thong
bdo rang phi dudng b clia quy vi da qua han. Quy vi can

x{r ly ngay dé tranh bi phat, kém theo mot dudong lién két dé

thanh toan, nhung dé la trang mang gia mao nham danh cap
thong tin tai chinh cda quy vi.

© Lam sao quy vi biét d6 la Itra dao?

Néu quy vi nhan dugc tin nhan bao rang quy vi cé6 mét
khodn phi cau duong quéa han hodc tai khoan khong
du tién - d6 co thé la tro Ilra dao. Truy cap trang mang
hodac ing dung clia nha diéu hanh thu phi dé dang
nhap vao tai khoan ctia quy vi nham kiém tra hoat
déng gan day cla quy vi.

Vi du vé tin nhan Iira
dao phi dudng bo.
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Liura dao dau tu gia

Quy vi thdy mot co hoi dau tu hadp dan dugc mot ngudi ndi tiéng hoac
ngudi c6 anh hudng trong linh vurc tai chinh dé xuat. Bé xuat hira hen loi
nhuan cao dam bao vdi rui ro thap hodc khéng cé rui ro. Khi quy vi hoi
thong tin, quy vi dugc dan dén mot trang mang gidng nhu chuyén nghiép
va nhan dugc tai liéu quang céo tinh vi.

©® Lam sao quy vi biét d6 1a lira dao?

N&u mot thda thudn nghe nhu la that, c6 thé dé la Iira ddo. Ké Iira dao
str dung cac chién thuat gay ap luc cao dé thuyét phuc quy vi hanh
déng nhanh chong dé quy vi khéng 'bo 1&'. Canh gidc véi cac email,
trang mang hodc quang cdo cé 16i chirng thuc va nhirng hira hen quéa
murc vé cac |gi nhuan to [6n.

Ngudi 'c6 van' hé trg quy vi c6 thé ndi rang ho khong can gidy phép
dich vu tai chinh Uc (AFS). Néu ho cung cap gidy phép, hdy kiém tra xem
nguai quy vi dang giao dich cé thuc su s& hitu gidy phép dé khong.

=
ﬂﬁ»

Liura dao qua trang mang gia mao

Quy vi thdy mot quang cdo trén Facebook vé
mot thuong hiéu BBQ néi tiéng dang dugc ban
V@i gia 100 do la, trong khi gia binh thudng la
900 db la. Quy vi nhap vao lién két dén trang
ban hang va thay rang néu thanh toan bang thé
tin dung sé bi tinh thém phi 2.99%, vi vay quy

vi chon chuyén khodn ngan hang dé dugc giam
thém 5%. Quy vi nhan dugc email xac nhan,
nhung khéng bao gid nhan dugc BBQ.

@ Lam sao quy vi biét d6 1a lira dao?

Cac trang mang gia mao cé murc gid qua ré
dén murc kho tin, phuong thirc thanh todn
bat thuong va cac dau hiéu canh bao khac
nhu URL trong giong nhu URL clia clra
hang chinh thirc (vi du: webberbbgs.com
so v&i weber.com that).

Ké Ilra dao cling cé thé tra tién cho quang
cao trén mang xa hoi va cac cong cu tim
ki€ém nhu Google (goi la quang cdo dugc
tai trg), vi vay hay can than khi nhap vao
nhirng loai quang cao nay.
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10 meo hang dau dé bao vé ban than

Canh giac véi nhitng cudc goi ¢é so la. Hay dé cac cudc goi tlr s6

06.

* la chuyén sang hop thu thoai.

e

03

° hoang mang. Kiém tra tén va dia chi email hién thi.

05.

02 Dung lai va suy nght trudce khi cung
* cap thong tin vé ca nhan hodc tai chinh
qua cac cudc lién lac khdng c6 yéu cau.
Hay tu hdi: liéu diéu nay co thé la gia
mao khong?

07.

Can than véi email c6 ndi dung de doa hoac gay

08.

Chung c6 khép nhau khong? Vi du: Truong 'From'
('‘Ngudi glri') ghi la "Amazon Support" nhung dia
chi email la "amazonsupport830@gmail.com"

N

04, Pungtinvao tin nhan van ban chiviné xuat
hién trong cung mdt chuoi vdi cac tin nhan cl
tir mot t6 chrc ma quy vi biét. N6 van co thé 13
tin nhan Itra ddo.

09.

Néu quy vi nghi ngd vé mot tin nhan hoac cudc goi ma quy vi da
nhan, hay lién hé truc tiép véi té chirc ma ngudi do tu xung la dai
dién. Lién hé qua trang mang chinh thirc ctia ho hodc irng dung bao
mat trén dién thoai thong minh hodc may tinh bang cia quy vi.

Khéng cung cdp mat khau, s6 PIN, hoac

ma xac thuc mot lan cho bat ky ai qua dién

thoai, ké ca khi ho tu xung la tir ngan hang

hodc co quan chinh pht va doc théng tin vé
tai khoan cuiia quy vi.

]

Khong bam vao céc lién két trong tin nhan van ban. Mac du mét
s6 lién két c6 thé vo hai, nhung tét nhat la nén than trong. Diéu
nay cling ap dung cho cac tép dinh kem va lién két trong email -
chi mé& khi quy vi chac chan vé nguai guri.

Khéng lam theo hudng dan tir ngudi la goi dén bat ngd, yéu cau
quy Vi tai xuéng moét ing dung hoac cai dat phan mém cho phép
ho quyén truy cap vao thiét bi cia quy vi. Hay lap tlirc cip may.

Khong bao gid dang nhap vao tai khoan truc tuyén cla quy vi
qua mot lién két trong email hodc tin nhan. Thay vao do, hay
nhap dia chi trang mang chinh thirc (URL) vao trinh duyét hoac
str dung ing dung bao mat clia ho dé truy cap tai khoan.

10. Trudc khi thanh todn truc tuyén, luén kiém tra dia chi
trang mang URL (cé phai la trang chinh thic khong?),
hady dé y cac phuong thirc thanh toan bat thuong va
nhirng phan théng tin mo hé hodc thiéu sét & cac muc
nhu Gidi thiéu (About Us), Van chuyén va Tra hang
lai (Shipping and Returns) va cac phan khac & cudi
trang mang.

NEu quy vi c6 bat ky nghi ngd nao, hady tim kiém truc tuyén bang cach nhap tén té chirc hoac trang mang dang nghi van va tir 'lira dao' ('scam’).
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Quy vi nghi rang minh da bi ltira dao?
Noi dé tim su tro giap

Bi Ira ddo c6 thé anh hudng dén tai chinh va cam xuc, vi vay
diéu quan trong la tim kiém sy gitp d& va hanh déng nhanh
chong. Dudi day la mot s6 budc quy vi co thé thuc hién:

1. Lién hé ngay v&i ngan hang cla quy vi dé ngan cac giao
dich tiép theo.

2. Lién hé IDCARE, dich vu hé trg mién phi cho nhirng ngudi
bi Itra ddo hodac mat cap danh tinh. Goi 1800 595 160
hoac truy cap idcare.org

3. Po6i mat khau ngay lap tdrc va ddm bao mat khau
dd manh.

4. B&o céo Itra ddo cho Scamwatch dé canh bao ngudi khac:
scamwatch.gov.au/report-a-scam

5. Tim su ho trg cho ban than. Néu quy vi khéng cdm thay
thoai mai khi néi chuyén véi ban bé hoac gia dinh, hay
lién hé véi Lifeline hodc Beyond Blue dé c6 mét cudc tro
chuyén riéng tu. Va néu quy vi da mat mot sé tién dang
k&, hay ndi chuyén véi Budng day Tro giup Ng Qudc gia.
Beyond Blue: 1300 22 4636 (24/7) hoac truy cap
beyondblue.org.au

Lifeline: 13 11 14 (24/7) hoac truy cap lifeline.org.au
Pudng day Trg gitp Ng Quéc gia: 1800 007 007 (ngay
thudng, 9h30 sang dén 4h30 chiéu) hodc truy cap
ndh.org.au

Thong tin them

Nhap vao cac muc bén dudi dé kham pha:

Tranh cac lira dd0 mao danh Nhirng diéu ké lira dao truc Xac dinh va phong tranh
tuyé&n khdng mudn quy vi biét cac tro lira dao

[

&

Bdo mat truc tuyén Cach ngan chan cac cudc Trom danh tinh: la gi va lam
nang cao goi khong mong muén sao dé tranh?

Cudn Sach Nho Vé Cac Tro Lira Bdo la mot cdng cu dugc
qudc té cong nhan, gitp quy vi tim hiéu vé cac hinh thirc Itra
dao pho bién va cach tu bdo vé.

Truy cap trang mang Scamwatch dé cap nhat cac hinh thirc
Iira @40 mai nhat va cac |6i khuyén dé tu bao vé.
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https://www.idcare.org/
https://www.scamwatch.gov.au/report-a-scam
https://www.beyondblue.org.au/
https://www.lifeline.org.au/
https://ndh.org.au/
https://www.scamwatch.gov.au/research-and-resources/the-little-book-of-scams
https://www.scamwatch.gov.au/
https://beconnected.esafety.gov.au/topic-library/identifying-and-avoiding-scams
https://beconnected.esafety.gov.au/topic-library/advanced-online-security
https://beconnected.esafety.gov.au/topic-library/advanced-online-security
https://beconnected.esafety.gov.au/topic-library/advanced-online-security
https://beconnected.esafety.gov.au/articles-and-tips/how-to-stop-unwanted-calls
https://beconnected.esafety.gov.au/articles-and-tips/8-tips-to-avoid-identity-theft
https://beconnected.esafety.gov.au/podcast/what-online-scammers-dont-want-you-to-know
https://beconnected.esafety.gov.au/topic-library/podcast/avoiding-impersonation-scams
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Be Connected

Every Australian online.

Australian Government

Veé Be Connected

Be Connected 13 mét sang kién ctia chinh phi Uc cam két xay
dung k¥ ndang s6, su tu tin va an toan truc tuyén cho ngudi
cao tudi Uc véi cac 16p hoc may tinh mién phi, cac khéa hoc
truc tuyén ngan han va nhiéu ndi dung khac. Trang mang

va noi dung hoc clia Be Connected dugc quan ly béi Uy vién
An toan dién tlr (eSafety Commissioner).

National

‘ ) ’ Anti-Scam SCAMWATCH

Centre

Australian Government

Veé Scamwatch

Scamwatch dugc diéu hanh béi Trung tam Chéng Lira dao
Quéc gia, véi muc tiéu bién nudc Uc thanh muc tiéu kho
ti€p can hon vé&i cac doi tugng Itra dao. Scamwatch nang cao
nhan thirc cdng dong vé Itra dao, giip moi ngudi nhan biét,
tranh va bao cdo cac hanh vi ltra ddo. Trung tdam Chong Lira
dao chia sé théng tin tlr cac bao cdo Itra dao va lam viéc véi
chinh phd, co quan thuc thi phap luat va linh vuc tu nhan dé
ngan chdn va phong ngtlra Itra dao.
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