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G161 thiéu vé an toan trén mang Internet

Chuang ta hay cung gitp d& nhau dé ddm bao rang ching ta st dung Internet
mot cach an toan.

Bao mat may tinh va email

RUi ro truc tuyén chu yéu bao gom:

* Vi-rat, lay lan t&r may tinh nay sang may tinh khac qua mang Internet. Mot s6
vi-rut chi lam quy vi khé chiu, mot sé khac cé thé x6a dit liéu clia quy vi.

» Trojan, la nhitng chuong trinh trong c6 vé nhu vé hai nhung lai co y Iira dé
quy Vi cai dat chung.

» Phan mém gian diép (spyware), la cac chuong trinh an cap thong tin nhu mat
khau hoac cac chi tiét tai khodn ngan hang.

Quy vi ¢6 thé thuc hién cac budc sau dé bao vé ban than va may tinh cdia minh

khoi cac moi de doa trén truc tuyén.

1.SU dung phan mém chdéng vi-rut, gidp tim kiém, ngan chan va loai bo vi-rut.

2.SUr dung phan mém chéng phan mém gian diép, gilp ngan chan viéc danh
cap di liéu ctia quy vi.

3.SUr dung tuong Itra (firewall), giip bao vé may tinh clia quy vi khong bi truy cap
trai phép tu mang internet.

4.Ludn cap nhat phan mém bao vé internet clia quy vi.

5.Néu quy vi c6 phan mém chéng vi-rat di kem vdi may tinh mdi, hay gia han
no6 khi ban dung thr hét han hodc cai phan mém mién phi nhu AVG. Luu y
rang Windows 10 di kem v&i phan mém chéng vi-rat hiéu qua goi la Windows
Defender. Windows sé& luén tu cap nhat cho quy vi.

6. Néu khdéng chac chan, quy vi hdy tham khao |6i khuyén tur trang
https://www.staysmartonline.gov.au/.
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Gi6i thiéu vé an toan trén mang Internet

Quy vi phai hét strc can than khong dé may
tinh cla quy vi ti€p xUc véi phan mém déc hai.
1. Suy nghi k§ trudc khi mé email va dac biét Ia SECURIMNY

2. Chi giao dich trén trurc tuyén vdi cac doanh
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cac tép dinh kem email tr nhrng ngudi quy
vi khdng biét.
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nghiép ma quy vi biét c6 danh tiéng tét. Tim
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kiém théng tin vé cdng ty trudc khi mua hang. C )
3.Dinh ky sao luu tat ca thong tin trén may
tinh clia quy vi. Néu may tinh cla quy vi bi Béo vé ban than va may tinh

cua minh khoi cac méi de doa

nhiém vi-rat, quy vi sé van truy cap dugc tat X »
tren truc tuyen

ca d liéu quan trong cla minh,

St dung dir liéu ca nhan trén mang internet

DOi khi ta can phai cung cap thong tin ca nhan trén
mang, nhung can gidi han s6 lugng thong tin quy vi cé
thé chia sé, va lubn biét cac quyén clia minh.

Chi cung cap thong tin cho cac cdng ty trung thuc, néu
can dé xac minh danh tinh ctia quy vi.
Tranh dang thong tin cad nhan (ngay sinh, dia chi

nha riéng, v.v.) I&n cac dién dan cong cdng nhu
Facebook. Thong tin ca nhan co thé bi bon tdi pham o L

) oA < , Phap luat quy dinh viéc st
st dung dé trom cap danh tinh. dung théng tin ca nhan béi
Phap luat quy dinh viéc s&r dung thong tin ca nhan cac coéng ty tu nhan & Uc
b&i cac cong ty tu nhan. O Uc, d6 13 Luat Quyén
Riéng Tu 1988.
Ludt T do Thong tin c6 thé ap dung cho théng tin quy vi cung cap cho cac co
quan chinh phda.
Cac cdng ty c6 uy tin cd cac chinh sach bao mat thong tin cd nhan. Hay doc cac
chinh sach bao mat thdng tin cd nhan nay trén cac trang mang ctia ho.
Pé biét thém théng tin vé quyén lgi clia ngudi tiéu dung hoac dé cap nhat
thdng tin vé viéc bao vé quy vi khdi nhirng tro Itra dao, vui long truy cap ACCC:
https://www.accc.gov.au/consumers.

beconnected.esafety.gov.au




G161 thiéu vé an toan trén mang Internet

Thanh toan tryc tuyén va cac khu
vuc an toan

Mua hang truc tuyén cé thé thuan tién va c6 mét sé cach
kiém tra nhanh dé giap ddm bdo quy vi thanh toan an
toan.

1. Cong ty ma quy vi dang giao dich c6 danh tiéng t6t
khong? Kiém tra cac chinh sach bao mat thong tin ca
nhan va chinh sach hoan tra trén trang mang cta ho. St
dung cong cu tim kiém dé tim hiéu thém vé cong ty.

2. Mua hang bang thé tin dung hoac PayPal. C4 hai cach nay déu cé hinh thirc bdo vé
ngudi mua hang.

3. Ngay trudc khi nhap théng tin thé tin dung cda quy vi, hdy kiém tra thanh Dia chi trén
trinh duyét may tinh cta quy vi. M6t trang mang an toan phai dugc danh dau bang
biéu tugng 6 khoda va trang mang d6 phai bat dau bang https: (khong phai la http:).

Can than voi thong tin ma
quy vi chia sé trén truc
tuyén

An toan trén truc tuyén cho tré em

Tré em cé it kinh nghiém cudc séng hon va do d6 sé c¢6 nhiéu kha nang rui ro hon tir
Viéc:

« Xem cdc tai liéu hinh anh danh cho nguai 16n.

* Tiét 16 thong tin ca nhan.

 Bi an hiép va quay roi.

Cac phong chat (chatroom) trén Internet va mang xa hoi la nhirng noi dé tiép can.
Khong bao gitr dé€ con clia quy vi gap g& bat clr ai ma cac em da ‘gap’ trén truc tuyén
tru khi c6 ngudi I6n di kem.

Quy vi c6 thé gilip bdo vé tré em dugc an toan khi tham gia truc tuyén.

1. Tao tai khoan sir dung riéng cho con minh trén may tinh.

2. Bat ché& dd kiém soat cla cha me dai vdi tai khoan dé.

3. Doi v&i Google, bat Safe Search (Tim kiém An toan), va déi véi Bing hodc Yahoo,
chuyén Safe Search sang ché dé ‘strict’ (nghiém ngat)

4. bat YouTube thanh ‘restricted’ (bi han ché), cung vé&i bat cr trang mang video nao
khac.

5. NGi chuyén véi con quy vi vé nhirng mdi nguy hiém ma cac em cé thé déi mat trén
truc tuyén.

Néu mdt tré vo tinh gap phai mét tinh huéng nguy hiém trén truc tuyén, quy vi hay
bdo cdo cho Van phong ciia Uy vién An toan Dién tlr tai https://www.esafety.gov.au/
complaints-and-reporting.
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